“Do You Even OPSEC?”

OPSEC is a process used to protect critical information and to deny adversaries

information that could endanger operations.

e OPSEC s everyone’s responsibility in and out of uniform. DO NOT discuss
operational details outside of work (location, times, personnel).

e Use a VPN when connecting personal entertainment devices (PEDs), such as
phones, laptops and gaming systems. Make sure a VPN kill-switch is enabled in
the VPN settings.

e Turn off/disable location settings on all PEDs, like smart phones, laptops and
smart watches.

e At no time should you share personal passwords with anyone.

e Be cognizant of surroundings when working on projects on personal devices.

Ensure what is being worked on remains protected and hidden from open view.

The CJTF-HOA OPSEC team will provide training in the near future.



